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What is the INFOSEC Research Council?
The INFOSEC Research Council (IRC) provides informal technical coordination of Information Security research plans and programs across the DOD, the Intelligence Community, and the Federal Civil agencies.  It brings together U.S. Government sponsors of information security research at bimonthly meetings in the Washington, D.C. area and provides a forum to discuss critical information security issues, to convey the research needs of their respective communities, and to describe current research initiatives and proposed courses of action for future research investments.  Each participating agency brings a unique perspective and set of priorities to the IRC.  The IRC helps identify high priority areas of research to develop a common, shared view of the significant and challenging information security problems of the day.

How does it work?

The IRC accomplishes its mission through information exchange, identification of shared problems, conduct of forward-looking studies of mutual interest, and maintenance of a shared database of project information.  

The Research Hard Problems List is a document maintained by the group that itemizes a consensus set of prominent INFOSEC problems that could benefit from additional research investments.  It grew out of a study performed by IRC members and selected national experts in INFOSEC R&D.  The list was initially available to anyone in the government and will soon been released to the public via the IRC’s public website.  (See http://www.infosec-research.org)  The IRC periodically focuses on one of the hard problems during a meeting to identify progress and determine whether that problem should continue to be a focus of research funding.

The Roll-Up database began as a collection of reports on the research programs of the IRC members bound together in a loose-leaf notebook.  In the past year, the IRC has undertaken to transfer this information into a portable database, currently available to members on CD-ROM.  The database is being moved to a restricted access website to simplify access to it.

From time to time, the IRC convenes Information Security Technology Study Groups (ISTSG) to conduct forward-looking investigations of a particular problem or technology of interest to the members, potentially as a candidate for future research.  These groups comprise national experts in particular technologies of interest, IRC members, and other appropriate government participants.  The most recent ISTSG was conducted on the topic of Malicious Code and delivered a publicly released report on this topic.

How is it supported?

The IRC retains an Executive Agent to support its activities, prepare meeting materials, help organize studies, and other functions.  Support for the Executive Agent is provided by contributions from the members’ organizations. 
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